
Microsoft Windows 
Virtual Desktop 

Giovanni Garganese – Premier Field Engineer

Stefano Zeglio – Premier Field Engineer

Webinar CRUI - 18 Marzo 2020



Windows Virtual Desktop – the value in EDU



WVD Use Cases In Education 

Elastic Student 

& Faculty Support

Student turnover per semester

Seasonal faculty/class requirements

BYOD and mobile support

Seasonal Testing w/locked down 

Windows 10

Specialized 

workloads
Access to class-specific Apps or Desktops

Design and engineering (GPU)

Legacy Win32 apps 

Win10-only apps

Software dev test (+offshore)



Windows Virtual Desktop



3
User sees Windows 

Desktop or Individual 
Applications (Memory/CPU/Disk 

space NOT consumed here)

WVD –Remote Apps & Remote Desktop Concepts

WVD Systems
& Services

1 OS & Apps 
execute in WVD
(Memory/CPU/Disk 
space consumed here)...

2 Desktop or Application 
interface is sent over HTTPS 
internet connection



The Technical Innovations in WVD

Multi-user 

Windows 

10

PaaS Services to 

Supplant Server 

Farms

HTML5 and 

New Full 

Clients

Profile Management 

Solution (FSLogix)



What Makes Windows Virtual Desktop (WVD) Unique?
Windows 10 is now Multi-User

Windows 10 Enterprise for Virtual 

Desktops

- 1 Windows 10 VM, multiple users

- GPU and broad VM options based on scale 

requirements

Binary compatibility with Windows 10

Only available through Windows Virtual 

Desktop in Azure 

Managed like you manage Windows 10 

today

Multiple 

users{



Virtualizing Windows 10 Multisession

Windows 10

Scalable multi-user legacy

Windows environment.

Windows 10

Single/multi user

Remote App

Full Desktop only

• Windows 10 Enterprise for Virtual Desktop

• Multiple or single session



Virtualizing Windows Server

Windows Server

Scalable multi-user legacy

Windows environment.

Windows Server

Multiple sessions

Legacy Win32

Office 2019 Perpetual

• Windows Virtual Desktop support remote desktop 

session host

• Remote App



Virtualizing Windows 7

Windows 7

Single user

Legacy Win32

Full Desktop only

• 3 years ESU included

• Allow to leverage full Windows 7 desktop 

• Use App Assure or something else first

• Last Resort



Classic VDI Approach: Dedicated VM per User



WVD Windows 10 Multi-User Lowers Costs, Simplifies Management



Technical Insights



Use Azure Active Directory identity management 

service

Provide virtualization infrastructure as a managed 

service

Deploy and manage virtual machines in Azure 

subscription

Manage using existing tools like Configuration 

Manager or Microsoft Intune

Connect easily to on-premises resources

Native Windows Virtual Desktop

Windows 10 Enterprise 

multi-session

Windows Server 

2012 R2 and up

RemoteApp

Windows 7 

Enterprise

Windows 10 

Enterprise

Compute Storage Compute

Managed by Microsoft 

Your subscription – Your control

Web access Diagnostics Gateway

Management Broker Load balancing

Managed by Microsoft 

High Level Architecture



Diagnostics, monitoring, and alerts 

• Track the health and performance of your Windows Virtual Desktop environment with Azure Monitor, Log 

Analytics

• Role-based access controls

• Windows Virtual Desktop uses a role-based access controls model to manage access to the tenant 

environment. 

Service Features



Connectivity Flow

Virtual network

Core Services

VPN 

Device

Server Subnet

Domain

Controllers

VPN Gateway subnet Firewall subnet

Azure Firewall

Windows Virtual 

Desktop Subnet

Application 

Server

Virtual network

Windows Virtual 

Desktop

Public Internet

Backend Storage

Frontend

Azure VPN 

Gateway

Legenda

Clients Access to WVD

WVD Access to managed services

WVD Access to onpremises

WVD Access to IaaS Resources

VPN Connectivity

vNET Peering

Firewall

Windows Virtual 

Desktop Support 

Infrastructure

File Servers

HTTPS

Azure AD Authentication
 User Clients 



Provide a full desktop experience with access 

to the Company infrastructure, under the 

control and the policy of the IT department

Provide only the needed set of applications 

to each group of users

Full desktop vs. RemoteApp

Based on what your users need to do.

Full desktop Use RemoteApp

WVD Session Hosts are deployed in your infrastructure

You can enforce your policies and your security posture

You can further limit session exposure with a broad set of RDP Properties



User Access Experience



Access Flow

• User downloads and launches 
WVD client for his OS

• User subscribes to his WVD Feed



Access Flow

• Azure AD Authentication requested

• 2nd Factor Authentication 
requested – if enabled



Access Flow

• User can access published application / desktop



Deployment Overview



Prerequisites to 

deploy Windows 

Virtual Desktop

• Azure NetApp Files

Get started at aka.ms/startwvd

STEP

1

STEP

2

STEP

3

https://aka.ms/startwvd


Create Windows Virtual Desktop tenant

Grant Azure AD consent Assign a Tenant Creator Create your tenant



Automation

• Create or update VMs for a host pool

– Create and provision host pool

– Update VMs in existing host pool

• Scale your host pool

– Scaling script

https://github.com/Azure/RDS-Templates/tree/master/wvd-templates
https://github.com/Azure/RDS-Templates/tree/master/wvd-templates/Update%20existing%20WVD%20host%20pool
https://github.com/Azure/RDS-Templates/tree/master/wvd-sh/WVD%20scaling%20script


WVD Deployment and management options

Management

Azure Portal will enable native integration post GA 

for deployment and management alongside other 

Azure services

Use REST API’s to set and manage WVD directly, 

build complex workflows – sample UI and outlines 

for customers will be provided 

PowerShell is the best option for repeatable 

deployment, Azure integration, and DSC

Other options include Terraform or partner 

management solutions

Deployment

Onboarding will be 

through Azure 

Marketplace or 

through GitHub 

using ARM 

templates to deploy 

new or update 

existing host pool

Hosting 

partners

Leverage 

multitenancy 

support to scale 

the number of 

customers



FSLogix 
Technologies

With the acquisition of FSLogix, eligible customers will get access to the 

technology

Profile Container
Replacement for roaming profiles and folder redirection. Dramatically speeds up 

logon and application launch times.

• Includes Office 365 Container, which roams Office cache data (Outlook OST, OneDrive 
cache, Skype for Business GAL, etc.) and Windows Search DB with user in virtual desktop 

environments.

App Masking
Minimize number of gold images by creating a single image with all applications. 

Excellent app compatibility with no packaging, sequencing, backend 

infrastructure, or virtualization. 



Implementation 
Guidance – infrastructure 
management



Master Image Management

Master image can be managed 

by any already existing process 

and technologies including

• Azure Update Management 

• System Center 

Configuration Manager

• 3rd party

Best practices 

document will be 

provided to assist in 

configuration of a 

golden image 

for WVD

Application masking 

technology to 

minimize the number 

of golden images and 

simplify app image 

management



Demo
Infrastructure Quick Tour
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Resources –Getting Started
Getting started with Windows Virtual Desktop

All you need to know about Windows Virtual Desktop | On Demand

Webcast resource guide: All you need to know about Windows Virtual Desktop

Azure Academy Virtual Desktop Series

Optimizing your applications for Windows Virtual Desktop

Azure Windows Virtual Desktop Public Preview Walkthrough 

Azure Windows Virtual Desktop FSLogix Profile Management Walkthrough

Tutorial: Create a tenant in Windows Virtual Desktop Preview

Tutorial: Create service principals and role assignments with PowerShell

Tutorial: Create a host pool with Azure Marketplace

Tutorial: Manage app groups for Windows Virtual Desktop Preview

https://techcommunity.microsoft.com/t5/Windows-IT-Pro-Blog/Getting-started-with-Windows-Virtual-Desktop/ba-p/391054
https://info.microsoft.com/US-NOGEP-WBNR-FY19-06Jun-06-ON24-Virtual-Event-1996_02Registration-Form-in-Body.html
https://techcommunity.microsoft.com/t5/Windows-Virtual-Desktop/Webcast-resource-guide-All-you-need-to-know-about-Windows/m-p/675771
https://www.youtube.com/playlist?list=PL-V4YVm6AmwXGvQ46W8mHkpvm6S5IIitK
https://www.youtube.com/watch?v=kvEjX_NOfxk
https://www.youtube.com/watch?v=-341VcvMJk8
https://docs.microsoft.com/en-us/azure/virtual-desktop/tenant-setup-azure-active-directory
https://docs.microsoft.com/en-us/azure/virtual-desktop/create-service-principal-role-powershell
https://docs.microsoft.com/en-us/azure/virtual-desktop/create-host-pools-azure-marketplace
https://docs.microsoft.com/en-us/azure/virtual-desktop/manage-app-groups


Key EDU Resources 

Azure Hour led by EDU technical team 
300-400 level weekly AMA talks with updates, news, and focus on specific Azure technology drill-downs
https://aka.ms/edu/azurehour

US EDU Azure Team YouTube channel
Training, workshops, nuggets of Azure content)
https://www.youtube.com/channel/UCFFl4q9VC-nquBdCnQ5igrQ

Azure EDU GitHub repo
Workshops, templates, etc.
https://github.com/Microsoft-USEduAzure

Microsoft Higher Education Data Community and Microsoft K12 Data Community on Teams:
Higher Ed Professionals: https://aka.ms/MHEdatacommunity
K12 Professionals: https://aka.ms/MK12datacommunity
Microsoft Employees: https://aka.ms/EDUdatacommunities

Azure External Higher Education Collaboration Forum – Global community for students and 
faculty to collaborate

https://aka.ms/edu/azurehour
https://www.youtube.com/channel/UCFFl4q9VC-nquBdCnQ5igrQ
https://github.com/Microsoft-USEduAzure
https://aka.ms/MHEdatacommunity
https://aka.ms/MK12datacommunity
https://aka.ms/EDUdatacommunities
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fteams.microsoft.com%2Fl%2Fteam%2F19%253a20f19f80956b4dda9d38dce27a0822de%2540thread.skype%2Fconversations%3FgroupId%3De4279e71-6a55-4e73-a82f-2e3e475a8849%26tenantId%3D72f988bf-86f1-41af-91ab-2d7cd011db47&data=02%7C01%7CRich.McBrine%40microsoft.com%7C376045a2928a4987936608d6ee74ed7a%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636958583295763416&sdata=inUhgTIbcCU4RDpVaz3wm8QzLS5a4hJ7RGYELC05%2Fo4%3D&reserved=0

